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1. Introduction - Guardia di Finanza and S.A.G.F. as ICAR Member

2. Where we are and what we do

3. Cellular Phones Tracking Systems - Flight Nesie — The new era

of mountain s.a.r.

4. Case study
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Introduction

The Guardia di Finanza is a military Police Force reporting directly to the Minister of
Economy and Finance. G. di F. as Police and Armed Force, is an integral part of the «National
System of Civil Protection» . The Guardia di Finanza also ensures its support to public security
in the mountain areas, through its component of Alpine Rescue, which is divided into many
Stations, located throughout the Country, engaged in search, rescue, and protection of human
life activities. The personnel working in this field is trained with supporting dog units in
Alpine School in Predazzo (Trent), by using cutting-edge techniques that provide for the
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= 21 Bases S.A.G.F. in the alpes
= 5 Bases S.A.G.F. in the midde Italy
= 3 Bases S.A.G.F. in south

( 1 training centre S.A.G.F. at «Scuola Alpina»




Where we are -

Aircraft division

= E 13 Helicopter bases
W 169

2 Helicopter bases long-range patrolling

1 Fixed wings base

" AW 139




What we do - S.A.G.F.

S.A.G.F. (Rescue Mountain division) is the only italian police who have skills of search and
rescue operation in mountain. We cooperate with the others italian and international

rescuers. S.A.G.F. are trough to prosecute in case of law violation in mountain.
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First aid




nologies - FLIGHT NESIE

Cellular Tower
(Carrier Service Provider)

(Victim) ‘ |
-

IMSI Catcher
(Fake Cellular Tower)




FLIGHT NESIE

NETWORK EMULATION, SIMULATION AND INTEGRATION EQUIPMENT

IMSI/IMEI CATCHER SYSTEM (ORIGINATED FOR
INTELLIGENCE, FUGITIVE SEARCH, AND LAW
ENFORCEMENT TASKS), REMODELED FOR USE IN
MISSING PERSON SEARCHES.

THE SYSTEM REPLACED A BTS WITH «FAKE» SIGNAL
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Weight: 17 kg
Assembly: Hardware and management software by ethernet cable
Position: Cabin - Behind left pilot side
Trasmission power: 20 Watt

348.00 mm

223.27 mm 323.00 mm

194.06 mm
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WHAT WE CAN FIND..

JALL DEVICES WITH AN IMSI/IMEI

. Steve 1- Samsung S6 MAKE PHONERING A
; - Network: EE
Mobile phone . AY Bt 500
Path L ‘ : 71dB
Smartphone ﬂ/ Tl
Tablet r Mobile Tx Power, 29dBm -
GPS Distance: Om
Modem GPS Location: 50°23.4196N 3°31.4460W
GPS Altitude: 78m
Wi-fi router
Car

Turned ON




FLIGHT NESIE
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Before flight.....

| TARGET (Flight Nesie) |\ \|

RICERCA ALPINO

ARIA PROPAGAZIONE CELLA

STAZIONE SAGF| GRUPPO TAS ‘ MILITARE STAZIONE SAGF| GRUPPO TAS -
LOCALITA' 0PERAZIONI| PREDAZZO ‘ QUOTA 1500 M LOCALITA' 0PERAZIONI| PREDAZZO
INFO DISPERSO | INFO DISPERSO 1
NDME‘ ALEX ‘ COGNOME| GINZERLE | NDME‘ ALEX
UTENZA NAZIONALITA T UTENZA
TELEFONICA * OPERATORE SRR
RAGGIUNGIBILE s ] No[ | saruamamente[ | RAGGIUNGIBILE s ] No[ ] sautuar(iSS -
OPERATORE DI RETE Tim[_ |vopaFone[ | winb3[ | wao[ | OPERATORE DI RETE TimM[_ |voparone[ | S
CODICE |MS|‘ | CODICE |Ms|‘
MODELLO
copIcE |ME|‘ ‘ TELEFON0|:| copIcE |ME|‘ ¢ Laturo
Legenda Olmeto
Area 1
PUA | PUA ] Area21
DAT, o ° ' o DAT w B Area3
4 | E: ‘ ‘ ‘ N A = et Leofara
a a Elemento 2 4 &
ORA § o 1 n E ORA § o Elemento 3 Fischioli X
o (=] Hotel Remigio | Vallinquina
Monte Piselli stazione sciistica <
uLTIMO conTAaTTO BTS VOCE | uLTIMO conTAaTTO BTS VOCE | f::: S Mty
w w
2G[3G[4G .:(‘ ° ‘ ' ‘ n N| 2G[3G[4G .:(‘ °
= =
A g A g
S ’ ° ’ ' ’ " E | S ’ °
ORA| S ORA| S
. . .
uLTIMO conTaTTO BTS DATI | uLTIMO conTaTTO BTS DATI | Retre ‘} lal Of l I l fo r I I l atl O I I
[26[3G[46] & [26[3G[4G] &
2G [3G 4G .&’ o‘ 1 ‘ " N| 2G[3G 4G .;l o’ 1 ‘
= = [
A g A g
— T ] € —— T rimary area
ORA| S ORA| S

Italy (222) H N N ” Italy (222) ﬂ N N r h
Moblle Country Code International Mobile Country Code Moblle Country Code International Mobile Cot
TIM (22201) TIM (22201)

VODAFONE (22210)
WIND 3 (22288)
ILIAD (22250)

2 ITALIA (22299)
LINKEM (22238)
TISCALI (22247)

https://it.wikipedia.org/wiki/Mobile_Country Code

VODAFONE (22210)
WIND 3 (22288)
ILIAD (22250)

2 ITALIA (22299)
LINKEM (22238)
TISCALI (22247)

https://it.wikipedia.org/wiki/Mobil
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Before flight.....

& Global Mapper v21.0 (£091719) [64-bit] [+OTF] [+LIDAR] - REGISTRATO (ricerca maseragmw*)

OOBE\EE. adaQe. /L XL 20R! Page &
AdA A%, BT PO%LE P M s
QG 1LL4/ S £TLSL

Be

Colore Lidar da RGB/Quote 30 '}
\ )
A¥xo®Rxs 2
Gestione Livelli (15 Livelli, 1 Selezionato) - [0 X
4,000 m

ia g thle
3-8  Progetto Corrente <ricerca masera.gmw>
[ ASTER GDEM v2 Worldwide Elevation
A% World Imagery
O] copertura senza distanze presunte pos 3000m
[ copertura chiesa masera pea [73 Featu | "
(0] copertura positioning tim utente [6 Fé

posizione [1 Features] 2500m
(0] villa [1 Features]
O villadossola [78 Features)
[ beura 1 Features) 2,000 m

[ beura + TA [9 Features]

(W] f trontano + TA [8 Features)

O tragitto [1 Features) 1,500 m
. . . ‘ (] borgata tagliaroli 1 Features]
(0] borgata tagliaroli [7 Features]
L a S t D O S ltl O n 1 n g CoPYl | (53] chiamatain entrata 36 {1 Features] || 1:000m

Spread signal o

< >
Height = 483,131 m, RGBI036,056,047) (World Imagery)

P Scrivi qui per esequire la ricerca L 5 & A\ W ool posi “




C.RM. - TEAMWORK
WORK FAST - WORK SAFE




During the flight




Case study
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What happen
on board

STATUS

NETWORKS ACTIONS MAPPING

‘

Target biella \ S
LAT: 45:36.66N | |

LNG: 008:00.53E
DTG: 0.17NM
BRG: 66

AALT: -1560 ft

¢ . TLF: 2hOm 20s

ANALYSIS
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Select Operation

[J Heatmap







